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Top 3 Strategic Priorities
for Security and Risk
Management Leaders

Choose cybersecurity technology that
offers high levels of integration,
automation and orchestration.

Reframe the Role of the Cybersecurity Leader

“The CISO “A leader facilitates
prevents breaches.” & risk management.”

“Cyber risk
is a business/
organizational risk.”

“Cyber risk is |_l
security’s problem.” o

“Security enables
agile and secure
products.”

“Security is a 3
roadblock to speed.” =

Challenges and Actions for Security
and Risk Management Leaders:

The loss of control

One in five workers consider themselves
digital technology experts since COVID-19.

of “ineffective” CISOs incur unrealistic
expectations from stakeholders.
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Actions for the SRM leader

Develop a culture of cyber judgment and
align this culture with evolving talent needs.

Boards demand value
organizations are now creating

cybersecurity-specific committees at the
board level. Boards identify cybersecurity risk
as the second highest source of risk for the
enterprise.
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Actions for the SRM leader

Prioritize customers and market-facing
business relationships and focus on
value-generating activities.

A cybersecurity mesh architecture
has evolved

If endpoints, digital citizens and IT assets
will be located anywhere, then cybersecurity
controls need to be able to follow suit.
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Actions for the SRM leader

Choose cybersecurity technologies that I
offer high levels of integration, automation
and orchestration capabilities.
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Learn how to create
business value in 2022
and beyond.
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